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ABSTRACT

The supply chain is not just a metaphor for the production of the modern world,
it is the very means through which that world is made material. Through the
careful coordination of bodies and materials, it delivers the glut of goods
necessary for daily life – even as it ties that life to human rights abuses,
violent regimes of extraction, and environmental devastation at
unprecedented scales. But while software has long been part of every supply
chain, the supply chain is, itself, part of every bit of software. Developers
speak of digital production in the language of logistics. They write about
algorithms as frequently as distribution networks, worry about just-in-time
production as much as engineering, and decorate their tools with
illustrations copied from shipping companies or factories. The design of data
is thought of the same way as the objects that will access it. This article
interrogates the emergence of the supply chain, and the logistical modes of
operation it entails, as metaphor for managing the digital distribution of data
– adapting approaches from the critical study of logistics in order to reincorporate the political, social, and environmental attachments that ‘digital
supply chains’ attempt to obfuscate. To this end, it considers discourses
around power and cultural politics that mirror critiques of traditional
logistical infrastructures. Instead of conﬂict minerals, for example, conﬂict
domains; in place of security concerns around cargo containers, data
containers; rather than workers on the factory ﬂoor, labourers in a digital
network of ‘sweatshops.’ These comparisons reveal diﬀerences between
traditional supply chains and their digital counterparts – the most troubling
of which is their infrastructural instability. With components that can be
replaced while retaining their essential shape, those who depend on digital
platforms can ﬁnd themselves open to all sorts of redirected entanglements.
KEYWORDS Logistics; digital networks; data; media studies; digital labour; infrastructure

The cargo container is the symbol of a logistical world – an identical, interchangeable promise of connection that has come to deﬁne global trade
and modern life. Through its appearance in art and architecture, television
and ﬁlm, it has entered the public imaginary as an emblem of the global
supply chain. But it is not only a stand-in for the invisible structures of
exchange constituting our material conditions. Increasingly, it has come to
signify the immaterial ones (Figure 1).
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Figure 1. Docker Screenshot, 1 November 2018.

For the technology company Docker, a container is not only a standardized unit for the transportation of physical goods. It is also ‘a standardized
unit of software.’ This container, they explain, ‘is a lightweight, standalone,
executable’ that ‘packages up’ all the code and ‘dependencies’ of an application in order to transport it ‘quickly and reliably from one computing
environment to another.’ But Docker’s logo – a stack of cargo containers
perched on a whale – communicates a connection to that other, more
material sort of ‘standardized unit.’ It speaks, in other words, to an identity
formed from the imaginary of global logistics. This is not incidental. Docker
advertises itself as a ‘uniﬁed software supply chain,’ one that allows its
users to ‘build, ship, and run any application, anywhere’ (Docker 2019).
While it’s true that application containers may, in a literal sense, have
‘nothing to do with container ships,’ they have everything to do with the
underlying ideologies carried by them. Digital containers oﬀer a way to ‘virtualize the operating system and more eﬃciently pack applications on to a
server’ so as to more easily migrate code (Butler 2015). In this, their association with the cargo container is exactly right. After all, logistics is concerned
with precisely this logic of eﬃciency, access, and mobility. It is ﬁtting, then,
that the company providing the infrastructure for this newly digital supply
chain would make this connection clear through a more mundane sort of
logistical operation. With a brand identity outsourced to a ‘contest’ held on
freelancing portal 99designs, the Indonesian designer responsible for
Docker’s whale logo was paid less than eight hundred dollars. Small
change for a company soon valued at one billion (Peskens 2013).
If the supply chain is only a metaphor, it is a remarkably eﬀective one.
Since the moment that business consultant Keith Oliver proposed, in a
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meeting with consumer electronics manufacturer Philips, the idea of managing the separate systems of production, marketing, distribution, sales, and
ﬁnance ‘as though’ they were a single entity, the ‘supply chain’ has
become the paramount means of mediating power and politics in manufacture (Laseter and Oliver 2003). It is not only a metaphor for the production of
the modern world, it has become the very means through which that world is
made material. ‘Infrastructures increasingly appear at the heart of cultural,
political, and environmental crises,’ and in this regard, the infrastructure of
supply is no diﬀerent (Hallinan and Gilmore, this volume). Through the
careful coordination of the resources required for assembly, it not only delivers the glut of goods necessary for daily life, it also ties that life to distant
designs built from human rights abuses, violent regimes of extraction, and
environmental devastation at unprecedented scale. And these chains are
no longer limited to the mere movements of atoms. While software has
long been ‘part of every supply chain,’ it is increasingly the case that the
supply chain is, itself, part of every bit of software (Bratton 2016, p. xvii).
Developers and designers speak of digital production in the very language
of logistics. They write about distribution networks and application containers as frequently as algorithms. Instead of software engineering, it is just-intime production on programmatic assembly lines. Even the websites for their
development tools are decorated with illustrations that could have been
copied from shipping companies and far-ﬂung factories. The design of data
is thought in the same way as the objects that will access it.
This article interrogates the supply chain, and the logistical modes of operation it entails, alongside changing metaphors for the management of software production and the digital distribution of data. Directing attention
away from the problematic ends of digital technologies to their already misaligned means, I adapt approaches from the critical study of logistics in order
to re-incorporate the political, social, and environmental attachments that
‘digital supply chains’ attempt to obfuscate. To this end, I consider discourses
around power and cultural politics in the digital supply chain in ways that
mirror critiques that have surfaced in the more traditional logistical infrastructures associated with supply chain capitalism. In place of cargo containers, for
example, I follow the externalities of digital containers and the components
they carry. Instead of conﬂict minerals, I examine conﬂict domains registered
amid regimes of violence and legacies of colonialism. Rather than write about
factory labour in places like Shenzhen, I consider how components fashioned
by underpaid workers in a global network of digital sweatshops reveal toxic
contaminants embedded in the structure of software systems.
These cases highlight productive distinctions between traditional supply
chains and their digital counterparts, the most critical of which is an overriding infrastructural instability. As Helen Nissenbaum notes, digital objects like
web applications are the result of infrastructural mediums built from an
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abstraction of not only technical layers, but social, economic, and political
ones (Nissenbaum 2011, p. 37). Ben Bratton goes further: ‘Any structuring
component of an ideal platform architecture,’ he explains, ‘is replaceable
by a new component.’ In the work of digital assembly, the same ideologies
of interchangeability and abstraction that had led to the imagination of the
supply chain still ﬁnd form as a discrete and accessible network of supply.
But with infrastructures that could ‘evolve into something entirely diﬀerent
while retaining [their] essential shape,’ anyone who depends on them may
ﬁnd themselves open to all sorts of unexpected and redirected entanglements (Bratton 2016, p. 49).

Digital supply chain(s)
The term ‘digital supply chain’ is ambiguous. On one hand, it may suggest
supply chains for the assembly of digital devices. Everything from smart televisions to mobile phones is the result of a great global supply chain, from the
mines where rare and precious minerals are extracted to the factory cities
where these products are ordered and assembled. Humans have always
engaged in elaborate and widespread exchange, but digital devices
demand ‘dozens of diﬀerent minerals and metals sourced from every continent’ (Bratton 2016, p. 82). While substances like gold have been seen as valuable throughout recorded history, the ‘technology-critical elements’ of
contemporary production have become so only recently. Interest in tantalum,
for example – and the violence this interest has wrought – coincides with the
electronic miniaturization made possible by its high volumetric capacitance.
Other elements tell similar tales, their unique materiality seemingly critical to
the future function of our most demanding digital technologies. But so too
are there unique social, political, and environmental consequences to their
extraction. As Shannon Mattern notes, ‘these tiny devices are tethered to
ever-growing pit mines, supply chains and electronic waste dumps – all of
which require hazardous maintenance work’ (2019). Labour has been transformed by the endless iterations of these digital technologies. Logistics,
after all, is ‘governance by speed’ (Virilio 1986), and regardless of the intentionality of ‘planned obsolescence,’ it would have been inconceivable for
an earlier manufacturer to imagine the complex creations now thrown
away each and every year (Sterne 2007, Hertz and Parikka 2012). Digital
devices are the dream and nightmare of global supply. They represent the
most intricate objects ever imagined; a careful combination of marvelous
materials assembled in quantities exceeding that of any prior production.
The digital technologies that organize supply chains could themselves be
described as a ‘digital supply chain.’ Logistical enterprise software developed
by companies like SAP, for example, are critical components of the modern
supply chain (see Rossiter 2016, Posner 2019), with related technologies
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used by companies like Amazon to track packages, monitor workers, and
automate assessment (Wang and Pettit 2016, Lecher 2019). Computation
has had ‘a profound impact’ on the pattern of paperwork that once
deﬁned the work of assembly. As IBM’s Joseph Orlicky wrote in the 1970s,
‘the commercial availability of computers in the mid-1950s ushered in a
new era of business information processing’ (1975, pp. 3–4). But ‘unlike the
goddess Athena,’ they didn’t ‘spring into being in full splendor and fully
armed’ (p. 38). Digitization was just another iteration for management
systems developed over the course of the prior century, their ‘logically
related procedures’ proving unsurprisingly well suited to computational
encoding. After all, Orlicky’s discussion of ‘data ﬁles’ didn’t need to reference
an operating system for some speciﬁc device, it described non-computational
structures already ingrained in shop management. The supply chain, it seems,
was always-already digital. The only diﬀerence being that the processing
power of computer systems allowed users to ﬁnally handle the ‘massive
scale required’ for operations of truly global assembly (Orlicky 1975,
pp. 201–202).
The ﬁnal meaning of the ‘digital supply chain,’ and the one this article will
be most interested in, concerns not only the distribution of digital media, but
the software applications and data structures that media depends on. This is
the supply chain that constitutes digital objects (Blanchard 2010, p. 74). To
investigate this supply chain is to recognize the similarities between the manufacture of atoms and the manufacture of bits, to think of data not as ‘raw’
material, but as something assembled at cost. Software has long beneﬁted
from many of the myths that surround the origins of the personal computer.
It is seen as a creative pursuit, and as such, it can seem an artisanal one. But
even lone inventors depended on a material supply chain to assemble their
apparatus, and this is no less true for digital designs. Recent scholarship has
called into question the real requirements of software manufacture –
directing attention to the contingent and often invisible workers required
for maintaining them (Roberts 2019), or to the brutal conditions sometimes
required for their assembly (Dovey and Kennedy 2006, Schreier 2017).
Indeed, it is because of the seemingly immaterial nature of digital objects
that the conditions of their production have taken on such a particular prominence in these investigations.
Logistics is generally divided between production and distribution – the
assembly of a consumer product, and the movement of that product to consumers. But this distinction is not always clear cut. Modern productions are a
nested array of assemblies and subassemblies, each successive stage the
result of the complex coordination of pathways responsible for delivering it
to the next part of the productive process. Digital distribution, Lisa Parks
and Nicole Starosielski explain, is the organization of ‘signal traﬃc,’ ‘the movement of electronic media across various parts of the planet’ (2015, p. 1).
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Compared to physical supply chains, this doesn’t look very much like distribution at all. Not only do digital objects ‘require no material sourcing, no production, no transportation, and no warehousing’ (Blanchard 2010, pp. 74–75),
platforms from companies like Netﬂix and Amazon seem to deliver vast quantities of ﬁlms, books, and music across the world without the need for delivery
drivers or fulﬁllment centres. But despite this perception, digital objects have
as much of a logistical infrastructure as their analogue ancestors. Underneath
lurks a mess of cable, wire, servers, and data centres. And here too, the distinction between production and distribution is misleading. These are not
products assembled once and then shipped out. Files are encoded, compressed, and segmented into sections. But from the ﬁrst moment of their
recording, they become subassemblies in a chain of never-ending adjustment. As Paul Virilio has noted, while John Stuart Mill once observed that
‘to produce is to move,’ a century later it had become the reverse. Now, ‘to
move was to produce’ (1989, p. 28). And what this movement requires is
the smooth surface of logistical space. It requires the network.
The supply chain is the crystallization of a singular moment, the commodity form masking the unique labour, materials, and movements which had led
to the assembly of one thing or another (Tay and Hockenberry 2018). But
once a product is made, it persists. The social costs of production have
already been spent. This is what allows a trade in supposedly antique incarnations of materials like diamonds and ivory – they were bought with blood,
but it’s long run dry. The nature of digital objects was once similarly static.
Software was produced, packaged, and purchased – its encoding on ﬂoppy
disk or optical media freezing the conditions of connection in acetate and
acrylic. But as software increasingly becomes a kind of networked object,
this supply chain is no longer ﬁxed. At the moment of its access, it must
gather together the disparate resources spread across data centres and repositories the world over. Physical objects might leave a fulﬁllment centre once
on the way to their recipient. But a digital object will pass through the digital
equivalent of this geography each and every time. They remain always-in-themaking.
It is surprising that the association of digital processes with the structure of
the supply chain is a relatively recent one. After all, if the supply chain is a
black box, then the digital must surely be the plan for its packaging. As the
technical mysteries of ‘big data’ and ‘artiﬁcial intelligence’ dominate public
discourse, comparisons between the complex operations of these opaque
technical systems and the equally incomprehensible functions traditionally
associated with global production could almost go hand-in-hand. Discussions
of the AI ‘supply chain,’ for example, describe a structure where ‘each vector
of human involvement comes with a way to keep those humans from
knowing what’s going on,’ but the argument for unpacking this obfuscation
would be familiar to any critic of the global supply chain. ‘Think about it like
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food … when you know the conditions of the people who are growing and
picking food, you also know the conditions of the food you’re eating’
(Fussell 2019). If this metaphor suggests the equivalent of a ‘slow food movement for the internet,’ one more ‘back-to-the-land than blockchain,’ it is only
a recognition of the underlying similarities of their respective systems (Tiku
2019). In both cases, the ends of these chains function as abstract interfaces
to the network of production. Digital or physical, the world is ﬂattened and
collapsed, made accessible through a singular mechanism of control.

Metaphors of manufacture
The changes brought by ‘supply chain capitalism’ lie in the infrastructural and
managerial model it sets out. Contemporary production is no longer composed of silo-ed sites of assembly. It is a ‘networked enterprise,’ tightly coupling suppliers and distributors to maximize the eﬃciency of the productive
process. It deﬁnes an order of operation with associations formed by arrangements of subcontracting and outsourcing, a mobility of labour, and a logic of
ﬂexibility and interchange. As Anna Tsing suggests, these sorts of changes
have provided capital with ‘a model for thinking simultaneously about
global integration, on the one hand, and the formation of diverse niches,
on the other’ – standardization and connection, and only at the cost of
environmental degradation, deviant globalization, and ‘growing gaps
between rich and poor, across lines of colour and culture, and between
North and South’ (Tsing 2009, pp. 148–150).
But these phenomena are no longer unique to physical supply chains.
Digital supply chains have become ideal vehicles for propagating the disjunctures wrought by supply chain capitalism. Indeed, the very metaphors of
making have come to reﬂect the resemblance between the two. Descriptions
of cryptographic calculations as ‘bit mining,’ or subsistence digital labour as
‘gold’ or ‘click’ ‘farming,’ speak to a logistical language that likens digital practices to material ones – though extractive regimes of violence tied to raucous
speculation and exploited workers hardly seem sympathetic points of comparison. Over the past ﬁfteen years, ‘agile’ and ‘lean’ programming practices
have translated the correspondingly ‘lean’ techniques behind just-in-time
manufacture to the assembly of software – going so far as to adopt the
‘kanban’ boards made famous by Toyota’s production system. But perhaps
the ﬁrst examination of this metaphorical movement came in Eric Raymond’s
‘The Cathedral and the Bazaar.’ Software, he observed, was not always ‘carefully crafted.’ Its production wasn’t limited to the magic of ‘individual wizards’
or small bands ‘working in splendid isolation.’ It was not, in other words, built
like a cathedral. Analyzing the development of the Linux operating system,
Raymond found that despite a process of delegation open almost ‘to the
point of promiscuity,’ a surprising stable ‘system’ had emerged from this
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‘great babbling bazaar’ (1999, pp. 21–22). What is interesting about his
account, however, is why it sets out with such an old metaphor of making.
There were – even then – far more recent ones to work from.
After all, his account is entirely consistent with the conventional history of
manufacture. Open source software was a radical operation, but no more so
than the distributed assemblies of guilds and craft workers (Farr 1997). Observers who witnessed Samuel Colt’s demonstrations of interchangeable parts
were already amazed that he could assemble the form of a ﬁrearm from ‘promiscuous heaps’ piled up with parts (Colt 1853, pp. 18–19). Even Henry Ford’s
assembly line left witnesses to remark on the ‘spectacle of hundreds of parts’
being pieced together in non-stop succession (Ford 1926, p. 822). And Linux’s
‘cooperative customs’ read like a story one might ﬁnd in any account of
‘system’ from the early twentieth century (Litterer 1961). The truth is that
the production of software was nothing like building a cathedral. It was,
like the computer itself, the result of a new metaphor for modern
manufacture.
The idea of system, in general, and the ‘American system’ of interchangeability, in particular, had proven a natural ﬁt for the work of computation.
Herman Goldstine and John von Neumann described its potential as early
as 1947. The solution to complex problems, they suggested, was to ‘manufacture’ solutions ‘irrespective of the contexts,’ and ‘to insert these sequences as
wholes, when a complicated problem occurs of which they are parts’ (Goldstine and Von Neumann 1947, pp. 1–5). They even went so far as to suggest a
‘library’ of solutions stored on magnetic tape. In this way, an ‘externally
deﬁned’ subroutine could be gathered up from promiscuous heaps, having
been assembled ‘just once’ (1947, pp. 1–5).
Two decades later, the scale of computation seemed to demand this
approach. As Edsger Dijkstra explained, ‘modern machinery is more diﬃcult
to handle than the old machinery,’ with inputs and outputs now ‘occurring
at unpredictable and irreproducible moments’ (Dijkstra 1972, pp. 2–3). This
‘software crisis’ was addressed explicitly at the ‘Conference on Software
Engineering’ in 1968. In a talk titled, ‘’Mass Produced’ Software Components,’
Douglas McIlroy made explicit an agenda for bringing models of conventional manufacture to the production of software. ‘I think we should consider
patterning our management methods after those used in the preparation of
engineering drawings’ (McIlroy 1969, p. 89). He proposed a ‘standard’ inventory of ‘high quality routines,’ just as mechanical design had beneﬁted from
‘the existence of families of structural shapes, screws or resistors’ (138). Mass
production in software development may seem a strange proposition. After
all, the ‘limitless replication of a prototype’ was something that was already
‘trivial for software’ (139). But McIlroy’s emphasis was on the intentional incorporation of this metaphor into digital designs. ‘When we undertake to write a
compiler,’ he explained, ‘we begin by saying ‘What mechanism shall we
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build?’ Not, ‘What mechanism shall we use?’ … I claim we have done enough
of this to start taking such things oﬀ the shelf’ (139). A storehouse of silicon
tools, he argued, instead of iron ones. But ‘components,’ while ‘digniﬁed as a
hardware ﬁeld,’ remained as yet ‘unknown as a legitimate branch of software’
(139).
It should go without saying that software components are no longer an
undigniﬁed pursuit. Even as object-oriented interchange became the operative ontology of programmatic practice, the work of computing has become
the business of software engineering. Built on this metaphor of mass manufacture, component libraries were standardized. Digital parts proliferated.
Build tools like ‘make’ used descriptive text ﬁles to programmatically assemble ‘productions’ in much the same way traditional manufacturers relied on
technical drawings and bills of materials (Raymond 2003, pp. 361–362).
Recent tools make this connection even more explicit. In terms familiar to traditional manufacture, they require digital producers to specify a nested list of
the libraries, components, and code used for a project. It is a ‘bill of materials,’
albeit a digital one (see, for example, Maven 2019). But like more obviously
physical productions, whose commodity form masks the social and material
networks of assembly, the result was that software was now comprised of
components that congealed their code in its compilation. Packaged up in
these binary containers, it was no longer obvious what faults lurked in
complex software systems. Nowhere is this more evident than in applications
on the web, with their assembly performed just-in-time.

Container technologies
Cargo containers are a simple technology. They are rectangular boxes, with
sides made of corrugated, weather-resistant steel, and ﬂoors lined with
plywood. While devices like the mobile phone may be emblematic objects
of global production, there is no doubt that since it became a ﬁxture of
global trade in the 1970s, the cargo container has served as the symbol for
global logistics itself. As Deborah Cowen notes, the container ‘has been celebrated as the single most important invention’ in economic globalization
(2014, p. 41). It was the beginning of a ‘globalized system,’ a ‘physical technology that transformed both the social and spatial organization of trade.’ Replacing the ineﬃciencies of exchange with the input and output of commodities
measured by the standard size of the twenty-foot equivalent unit, the container was not just a vehicle for the eﬃcient movement of materials. It was
one that could, itself, be more eﬃciently moved. This ‘intermodalism’
allowed transportation to be organized not just on ships, but on trucks and
trains. The eﬀect, Cowen concludes, was to see distribution as an integrated
system (Cowen 2014, pp. 40–44; see also Levinson 2006 and Martin 2016).

650

M. HOCKENBERRY

The container suggests the ‘smooth, lossless,’ ‘almost immaterial’ image of
transportation, so much so that, Alexander Klose writes, it is ‘easily forgotten’
that it is the result of ‘tens of thousands of human workers’ labouring amid a
gigantic system ‘of steel and silicon’ (2015, p. 26). It was ‘a change in the fundamental order of thinking,’ he suggests, one comparable only to mechanization in the breadth of its application (2015, p. x). For Cowen, the container is
the mechanism which produces the network as ‘logistics space,’ a cartography deﬁned by the global circuits of circulation (2014, p. 48). For Klose, it is
something even more. It is a ‘time capsule.’ ‘Enclosed and sealed in the container,’ he writes, cargo can be removed from the continuum in which it is
produced, emerging sometime in the future (2015, pp. 18–19).
Matryoshkas, Klose recalls, are ‘the colorfully painted wooden nesting
Russian dolls’ that lend their name to the ‘Matryoshka Principle.’ This principle
‘refers to models of recursive organization’ where ‘an object or a model is
recursive if it contains itself as a part, just as each Russian doll contains a
smaller version of itself inside it’ (Klose 2015, pp. 68–70). Klose’s genealogy
of the container presents it not as a technology coincident with modernity,
but, in this way, the very philosophy behind it. ‘What was only recently still
called a bowl, barrel, bucket, carton, or car, or possibly even a bag, pouch,
or pack,’ he explains, ‘became a container’ (2015, p. 56). Stacked with software, data, and the other objects of the digital, it is not diﬃcult to suggest
the computer as a container. Indeed, it is a container for containers. Folders
open up to other folders, programmes run subprograms, and data is built
from sets each inside the other. In the language of computation, ‘everything
becomes a number,’ and so we open black boxes until we ﬁnd at their end
the ones and zeros that deﬁne the digital (Kittler 1999, p. 1). This is all the
more signiﬁcant considering that, in the logistical world of transport and
communication, ‘material and immaterial elements are intertwined.’ For
Klose, this provides a commonality between physical and digital supply.
The container no longer operates as ‘a universal, indiﬀerent transport unit
in the heavy space of physical goods,’ but ‘as a conceptual or symbolic
element in the light sphere of electronic data processing.’ ‘Containers
process both [the] physical and data,’ he reminds us (Klose 2015, p. 200).
Not only is the computer a container, the container is a computer.
While early web pages were built with carefully coded markup and few (if
any) externalities, this comparatively ‘artisanal’ production has given way not
only to the standardized software units provided by technologies like Docker,
but to increasingly complex web applications. As Helen Nissenbaum notes,
these web applications are built not only from ‘an abstraction of technical
layers,’ but social, economic, and political ones (Nissenbaum 2011, p. 37). In
an earlier era, the newspaper was not just the result of careful reporting,
but a supply chain of timber and ink feeding an infrastructure of presses
and delivery trucks. Their digital equivalents are containers comprised of a
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less familiar assembly of third-party components, analytics engines, and
social media connections. This is not to mention the array of entities
and protocols responsible for delivering these digital ‘sources’ throughout
the world. Digital connection is a global production, and with the staggering
numbers of suppliers shifting invisibly beneath the surface of a site, it may be
diﬃcult to know what (or where) it is that one is being connected to. Even
more than traditional supply chains, Nissenbaum notes, applications frequently revise their ‘underlying policies,’ and ‘business arrangements’
(2011, p. 41).
The social and political entanglements that will come to haunt these
arrangements notwithstanding, the sort that became most pressing surfaced
ﬁrst as a question of security. With their reliance on frameworks and web services, there are few things with as many dependencies as modern web applications. No longer limited by the movement of materials through time and
space, the network leaves its assemblies open to nearly instantaneous
access. Perhaps as a result, the pervasiveness of ‘component-heavy development patterns’ has led to development teams that may ‘not even understand
which components they use in their application.’ Indeed, the largest security
breaches that have occurred to date have exploited vulnerabilities in ‘stale’
attachments. Despite its promise of ﬂexibility, the digital supply chain has
proven only marginally more nimble than the analogue one. Version transitions are hardly instantaneous, and even the most conscientious producers
leave troubling gaps in the process of production (Van der Stock et al. 2017).
In traditional supply chains, those externalities most diﬃcult to diagnose
belong not to a company’s immediate partners, but to second and even
third-tier suppliers. So too are concerns in digital supply chains not limited
to components that are used ‘directly,’ but to the modern matryoshkas
formed from the cascading tiers of ‘nested dependencies’ in their operating
systems, application servers, database systems, runtime environments, and
libraries. Coupled to promises of digital interchangeability, this arrangement
is problematic. Ben Bratton’s suggestion that ‘any structuring component of
an ideal platform architecture is replaceable by a new component’ means
that ‘the platform could, piece by replaced piece, evolve into something
entirely diﬀerent while retaining its essential shape.’ Like ‘Theseus’s ship,’
any component of the digital platform can be replaced, and this logic of
replacement is ‘inclusive eventually of all components of the platform’
(2016, p. 49). Even for the simplest application, one may soon ﬁnd oneself
hauling containers subject to all sorts of unexpected attachments.
To unravel these attachments is to conduct the same sort of analysis that
hardware manufacturers would perform in a conventional supply chain audit.
Indeed, one of the most telling connections between the digital and traditional supply chain comes not from their common problems, but from
the familiarity of their solutions: to monitor sources that report vulnerabilities
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in components, catalogue them in databases, update users, and map their
supply chain. Although more automated than approaches taken with the traditional supply chain – digital tools can scan projects to index libraries against
known vulnerabilities – they are subject to the same limitation. The purpose
of the supply chain is in abstraction. It is not a means of knowing, but of
unknowing. Given that digital objects operate, or at least appear to operate,
with more abstraction than conventional ones, it is concerning that their
development has increasingly adopted the metaphors of supply chain
management.

Conﬂict domains
This metaphorical movement is all the more surprising given the perceptual
diﬀerence between their respective regimes of distribution. Though some
consumers have been trained to expect a product in as little as a day (or
two), most physical delivery is slow. A container might move through any
number of ports, countries, and customs inspections as they carry their
cargo from assembly line to store shelf. Most digital deliveries, on the other
hand, now arrive in a matter of milliseconds – though through an infrastructure of arrival far more mysterious.
Dotcoms trained users to think of the top-level domains of web addresses
as little more than branding. But in the digital supply chain, everything from
data centres to domain names is the result of the complex machinations
between corporations and states. So-called ‘generic’ domain names are administered by the Internet Corporation for Assigned Names and Numbers
(ICANN), a US-based nonproﬁt that had, until 2016, been overseen by the
US Department of Commerce. Country-speciﬁc domains, on the other
hand, are subject only to whatever restrictions and requirements their
holders specify – and most are still available in a global commercial
context. Montenegro, for example, oﬀers the popular .me address, while
the tiny island nation of Tuvalu has been left with the .tv domain as its
most valuable unnatural resource. Perhaps one of the most well-known
domains is .ly, with its prominence at the end of shortened links coinciding
with the popularity of the social media platform Twitter and the corresponding need to overcome its stringent character limits. Though domain names
may feature few of the trappings of the border-crossings that concern conventional containers, this does not imply an absence of administration – or
the social and political consequences thereof.
The politics of top-level domain names, and their particular articulation in
link-shortening services, ﬁrst appeared in application to conventional political
sites – as politicians were alerted to concerns about the unexpected connections now included in their posts (Bell 2011; Bravin 2011). But they came to
widespread attention more prominently in 2012, when popular blogger
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Violet Blue published an article discussing the ethical implications of using
the .ly domain. Blue had experienced the political externalities of the
domain ﬁrsthand, when the vb.ly url shortening service she ran was seized
by the Libyan government. Their actions seemed to explicitly reference
what they regarded as Blue’s ‘obscene’ online persona, arguing that her
service was responsible for the ‘promotion of pornography.’ Atlantic writer
Alex Eichler suggested that this abrupt seizure of the very means of distribution had left some observers worried about more popular shorteners like
bit.ly and ow.ly (Eichler 2010). When registries exercise ‘editorial judgment’
about the content of domains, Blue’s cofounder Ben Metcalfe wrote, they
become open to forms of social control and subject to political positions
(Cheng 2010). ‘It sets a precedent that all websites running on a .ly domain
must comply with Libyan Islamic/Sharia Law in order to maintain their
domains’ (Metcalfe 2010). Suggestions of censorship notwithstanding, the
shutdown may have had less to do with indecency and more with the politics
of reclaiming a ‘valuable’ domain (Metcalfe 2010).
Libya is only one example of domain names attached to complicated
countries, but it has been a recurring one. The year before vb.ly was shuttered, email subscription site letter.ly lost its domain name to the war in
Libya. Writing to their users, the site explained that, with the registration
agency down as a result of the conﬂict, they were unable to renew their
claim. The novel circumstances of a ‘physical war’ aﬀecting a digital service
were, the company oﬀered, ‘amazing’ (Rao 2011). The site art.sy found its
own domain under a less direct sort of attack. While registration for the .sy
domain was managed by the Syrian Telecommunications Establishment, a
branch of the Syrian government, the site had acquired it through grey
market reseller Marcaria. The price of maintaining this domain was to skirt
US sanctions. ‘Seeking a cute and easily tweetable brand name,’ George
Pendle reported, they ‘ended up owning a bloodstained one’ (2012).
Though the company argued that their transaction occurred before sanctions, it was infrastructural instability, rather than political liability, that
proved its undoing. Recurrent blackouts led to DNS outages, and a permanent switch to a more mundane domain.
Perhaps one of the most complex entanglements regards the popular
techy domain of .io. Ostensibly associated with the British Indian Ocean Territories, the seven atolls of the Chagos archipelago, it would seem to have few
users in the geography it represents. But a temporary population of military
personnel and contract workers are not the only ones who call the islands
home. An article by David Meyer on ‘the dark side of .io’ drew widespread
attention to the colonial conditions behind the domain (2014). The ﬁrst permanent inhabitants of Chagos came as slaves at the end of the eighteenth
century. Under British control, the slave trade ﬂourished, with the main
island of Diego Garcia a port on the route between Mauritius and the
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Seychelles. In anticipation of the 1834 Act to Abolish Slavery, slaves infected
with leprosy were abandoned on the islands, remaining as workers on
coconut plantations. Joined by ﬁshermen and farmers from India and Malaysia, they formed a culture. They were Ilois – islanders (Taylor 2000). But when
the British sought to leverage the islands in an agreement with the American
military, this posed a problem. A 1966 cable recorded ‘no indigenous population except seagulls who have not yet got a committee.’ But, it went on,
‘along with the Birds go some few Tarzans or Men Fridays whose origins
are obscure, and who are being hopefully wished on to Mauritius etc’ (Greenhill 1966). By 1971 these ‘obscure’ people were removed. Islanders no longer.
When domain sales are described as ‘metaphorical land grabs,’ there is a
failure to convey the ways in which they may be literal ones. The precise
number of inhabitants, their circumstances, and the legality of their
removal remains disputed by the British Government. And while some compensation was given at the time of their removal, the claims the islanders
have made, and their ultimate right of return to the islands, has been consistently opposed by the Crown. Even as the British government continues to
proﬁt from the sale of the domain name as another form of colonial exploitation, what is most striking about the case, and at this point, most familiar, is
the reaction of the digital settlers who have found themselves on these
shores. While some were shocked, others were largely indiﬀerent. As
Seats.io CEO Ben Verbeken put it: ‘To us, the .io domain is not a geographical
indication … we took it because it refers to ‘input-output.’ And our customers
(mostly tech savvy people) understand it like so’ (Meyer 2014).
These sorts of entanglements are not limited to the sites of service. The
supposedly smooth surface of the network is rife with unexpected entanglement. Data centres sometimes rest on indigenous land. Cables are strewn on
increasingly precarious shores. Even the network’s ‘signal traﬃc’ can, itself, be
redirected – and at the basest levels of connection. With the importance of
countries like China to the supply chains of devices that access the
network, attention has frequently focused on the security vulnerabilities
associated with manufacturers like Huawei (and not just for consumer
objects like mobile phones, but for network equipment and infrastructure).
But for almost a week in 2017, these concerns appeared in a more unexpected place, when China Telecom inserted itself into the path of Verizon
Asian Paciﬁc and caused a portion of US domestic Internet communications
to be diverted through a facility in Hangzhou. This followed a two-year
period where China Telecom had been responsible for regularly rerouting
this kind of traﬃc. ‘When it gets to US-to-US traﬃc traveling through mainland China,’ security researcher Doug Madory explained, it’s a question of
‘is this a malicious incident or is it accidental? … I think people will be surprised to see that US-to-US traﬃc was sent through China Telecom … ’
(Goodin 2018).
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The circumstances behind these unexpected connections showed that
they were caused by a ‘route leak,’ the propagation of a routing announcement beyond its intended scope. These leaks can serve to accidentally (or
intentionally) insert an unintended pathway between one system and
another (Sriram et al. 2016). Analyzing a leak concerning Rascom, a Russian
ISP peer, and Telma, an ISP from Madagascar, Madory attempted to
uncover the peculiarities that can result from this unintended misdirection
of signal traﬃc. After all, ‘how much traﬃc could possibly be passing
between these two networks?’ Following a route between New York and
Madagascar, he observed Indian telecom Tata delivering traﬃc to London
on to Frankfurt before handing it oﬀ to a Russian telecom that passed it to
Rascom in Moscow. From there the traﬃc was returned to London, where
Telma ﬁnally put it back on its journey to Madagascar. The only explanation
Madory could oﬀer for this circuitous (and slow) connection was that both
Rascom and Telma ‘happen to be present at London Internet Exchange
and decided to peer because … why not?’ (2014).
The birthplace of logistics, Stefano Harney and Fred Moten remind us, was
the Middle Passage, the movement of men and women as materials (2013).
But slavery was not a distant source of labour. Colonialism was not distant.
They existed in and among the lives of those who relied on their cruel
eﬃciency. The institutions that grew around them were the ﬁrst interfaces
to the modern supply chain. Logistics, after all, ‘is not just about how to transport large amounts of commodities or information or energy, or even how to
move these eﬃciently.’ It is about ‘the sociopathic demand for access,’ topographical, jurisdictional, bodily, and social (Harney et al. 2018, p. 96). The
eﬀect of the supply chain was always to render space perceptually remote
and functionally near – to collapse the contingencies of geography and
locality behind product codes and prices. That the sites of the supply chain
may be distant, or not, is irrelevant. They exist in logistical space, and this
is the space of the network. Here Chagos is not a sparsely populated island
chain, but a bustling hub of international commerce. Madagascar and
Moscow are not distant geographies, but a coterminous connection.
While the network that makes this metaphorical movement possible may
be presented as an immaterial structure, nowhere and everywhere at once,
Lisa Parks and Nicole Starosielski suggest that the seemingly ‘ethereal operation’ of digital media networks, their abstract inhabitance in metaphorical
landscapes like ‘the cloud,’ stand in stark contrast to the ‘resources, technologies, labour and relations that are required to shape, energize, and sustain’
the unique materialities of their very real distribution (2015, p. 5). Kate Crawford and Vladan Joler demonstrate that technologies like Amazon Echo are
not only connected to immaterial agents of artiﬁcial intelligence and digital
data centres, but to sites like the Salar, a high plateau in Bolivia that contains
more than half of the world’s lithium reserves (Crawford and Joler 2018). And
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while these kinds of connections seem nowhere present in the addressability
of the universal resource locater, this is not to suggest they are inconsequential. Even these mundane designations subscribe users to all manner of unintentional attachments through the material reality of their geographies,
politics, and histories.

Contaminated bits
While critiques of the corporation reach back to the birth of capitalism, one of
the more notable contemporary examinations of their relationship to the
‘supply chain’ came about when protesters targeted Dow Chemical’s manufacture of napalm as a symbol of growing public resistance to the Vietnam
War. The conclusion – that corporations should be responsible for what
they produce – served to negotiate the evolving relationship between
publics and products for the next several decades. As operational practices
became increasingly complex, however, this connection was no longer
quite so clear. When evidence was found in 1996 of child labour in textile outsourcing, it was not correct to say that companies like Nike were directly
responsible. Their suppliers were. But the public outcry that resulted from
Nike’s infamous ‘sweatshop summer’ signaled a further renegotiation of corporate responsibility (Locke 2003, pp. 53–54). Companies were now to be
held accountable for the whole of their supply chain.
Calls for supply chain accountability aﬃrm a longstanding belief that the
means of production don’t always justify the ends. The idea of blood
money as restitution stretches back centuries. But the association of it with
something disreputable is a more recent one. This sense – as a kind of
taint or taboo – was present in even the earliest modern supply chain, with
the words of abolitionists protesting the ‘blood sugar’ borne from the pain
of black bodies (see Morton 1998), and it persists today in calls to the violence
that surrounds the extraction of ‘blood diamonds’ in places like Sierra Leone.
This limited designation has even given way to a more general recognition of
blood minerals, and within the past decade, the presence of gold, tantalum,
tungsten, and tin in the supply chain has begun to resonate with concern
more often than connection. Public pressure and legislation have opened
up the supply chains responsible for the assembly of digital devices, calling
into question the cost of technologies built from such culturally corrosive
components. But less recognized is the fact that the supply chains of
digital objects are, themselves, fashioned from similar sorts of stuﬀ.
Digital objects are built from data and designs, but they are also built from
blood, sweat, and tears. And while the recent demands of physical production may have brought about the largest migration in human history,
the digital supply chain depends on the labour of more stationary servers –
not the movement of materials, but immaterial access. The web has been
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built from an unknowing workforce, with the labour of its users connected
and casualized by the digital demands of the ‘social factory’ (Scholz 2013).
As Sandro Mezzadra and Brett Neilson have pointed out, these activities
have already inscribed ‘multiple traces into digital environments,’ traces
which have created deposits of data that will ‘supply inert materials for
new generations of prospectors that prepare the ground for properly extractive activities’ (2017). In the last decade, corporate interest in short-term, contingent labour, devoid of accountability or obligation – in everything from
app development to logo design – has already begun to leverage these
deposits, leading to the transformation of both traditional labour markets
and the emergence of digital markets possible only through the connective
economy of the network (see Irani 2015; Fuchs 2016).
Indeed, the distribution of the infrastructural workforce required for the
social factory’s digital productions – its outsourced programmers and
distant designers – rests upon a ‘vast and complex network,’ one composed
of ‘interconnected, global processes of exploitation’ (Fuchs 2016, p. 21). This
network has brought extensive obligations for digital maintenance, with
moderators and administrators driven by social demands with little economic
supply (Roberts 2019). But despite the unique articulation of labour in the
digital supply chain, in many ways the actual assembly of digital objects conforms to the old dynamics of centre and periphery, operating with a familiar
precarity in zones outside the reach (or interest) of regulation. The notable
diﬀerence here is that digital labor sources are not set in static sites that
remain ﬁxed between ﬂows. As likely to be found in Ohio and Indiana as
they are Romania and India, neither geography nor temporality seems to
oﬀer any barrier to digital sweatshops. All can be made accessible as nodes
in the digital supply chain. What is ‘network society,’ after all, other than
the transformation of the hierarchical structure of the factory to the ﬂexible
and interconnected nodes of the network (Castells 2000)?
This is all to say that the operations of the digital supply chain concern
spaces for the production of digital objects formed by markets like Fiverr
and Upwork, the unpaid moderators and administrators found on forums
like Reddit, and even the labour of everyday users engaged in the curation
of attention on the sites of social media. But the supply chain is not irreducible to the marketplace, or even the factory. It is not merely surrounded by
bodies. It has been built from them. From its origin in the Middle Passage,
the supply chain has always been a mechanism for the movement of
bodies bound in servitude, constrained and reconstituted in perverse and
particular ways. Fred Moten and Stefano Harney write that the birth of
modern logistics centred on the movement of a commodity that really
‘could speak.’ The enslaved, Harney explains, were ‘neither subject nor
proper object,’ but both ‘worker on the line and at the same time the
supply coming oﬀ the line’ (Harney et al. 2018). As critical race scholars
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have recognized, the datasets of greatest interest to the future of digital
supply chains are also built from bodies (see, for example, Browne 2015;
Benjamin 2019). Algorithms for automation, coordination, and connection
may not require human labour in the same way as the slave trade, but
they still demand the computational encoding of captive ‘subjects’ for their
ongoing operation. It seems, then, that digital supply chains still traﬃc in
the movement of a simultaneously doubled and diminished form.
The newly digitized representations demanded by the ‘AI Supply Chain,’ or
the ‘Big Data Supply Chain’ are one of the means by which ‘race’ is made
visible as a constructed category in software systems (as in the work of
Simone Browne, Wendy Hui Kyong Chun, Lisa Nakamura, and Saﬁya Noble).
Here, ‘artiﬁcially-intelligent’ algorithms that visually classify human bodies
have the eﬀect of reducing them to computerized cargo. As functions like
facial recognition are performed by biometric data sets, we see that digital
supply chains are no longer concerned with the movement of bodies as
such. Bodies, after all, must be beaten into submission. Data just has to be
reformatted. Humans, Harney notes, had always proven diﬃcult to ‘extract’
(Harney et al. 2018). So while the violent history of the Middle Passage left
room for narratives of resistance and escape, in the digital supply chain the
body is not only extracted, it has been dissected – reduced down to the
barest bits of its computationally meaningful components. What is left by
these algorithms is a body that is not really a body, a face that is not really
a proper face. These are fractured ﬁgures of data that map a pointillized
proﬁle to the lines and nodes which will constitute the racial geography of
every digital landscape they are deployed to. And like other logistical projects
that operate in this colonial condition, the infrastructure they carve out will
persist far past the point of ﬁrst encounter.
Beyond the ideals of legal (and moral) responsibility, the practical purpose
of conventional supply chain transparency is in unraveling manufacturing
problems – as in Samsung’s investigation into overheating batteries in its
Galaxy Note 7 mobile phone – or tracing the distribution of the contaminated
or compromised – as in the 2009 recall of Tylenol exposed to chemicals
present in its shipping pallets. But while traditional supply chain catastrophes
take the frightening form of exploding cell phones, tainted Tylenol, and leadcontaminated toys, disasters in the digital supply chain carry with them more
nebulous social contaminants. Luke Stark has compared the proliferation of
‘artiﬁcially-intelligent’ facial recognition technologies to the spread of plutonium. Plutonium, Stark writes, poses ‘such a high risk of toxicity if allowed to
proliferate’ that it is ‘controlled by international regimes,’ and, if possible, ‘not
produced at all’ (Stark 2019, pp. 50–52). This is what makes it, he argues, an
ideal metaphor with which to examine these sorts of digital facial recognition
technologies. While not radioactive in the conventional sense, the categorizations facial recognition produces regarding gender and race bring their own
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‘social toxicity.’ The result, Stark argues, is a technology that is not only hazardous to whichever unfortunate individual may happen upon it, but which
should be regarded as an ‘anathema to the health of human society’ as a
whole (Stark 2019, pp. 50–52).
While Stark is apt in comparing these technologies to plutonium, he does
not mine the full extent of the properties of his metaphorical object that
make it, and it alone, the ideal point of comparison for describing the
impact of this contamination in the digital supply chain. When radioactivity
was ﬁrst discovered, the means of its transmission were poorly understood,
and confusion over the contamination of these otherwise invisible particles
has changed little over time. Spreading from object to object, person to
person, that radioactive particles remain so mysterious even given the knowledge of biologically infectious agents is partially attributable to their longlasting persistence. Radiation can be redistributed, but it cannot easily be
eliminated. Data, of course, can propagate in a strikingly similar fashion.
Privacy in technical systems is such an idealistic expectation precisely
because of the perfect replication, long-lasting preservation, and seamless
distribution aﬀorded by digital supply chains. Once created, data ﬁlters
through databases, combined and recombined in new and unexpected
forms. When Joy Buolamwini and Timnit Gebru describe the bias often
evident in facial recognition training sets, the concern is not that a single
set is misrepresentative. The problem is that a single set will duplicate and
distribute the implications of its ‘digital epidermalization’ with a half-life
that far surpasses that of any single system (Buolamwini and Gebru 2018).
This is an impact perhaps on par with the kind of lasting toxicities caused
by supply chains responsible for heavy metal contamination. In a similar
fashion, their long-term implications are diﬃcult to foresee, and often
poorly understood. But for the digital supply chain, the most troubling implication is not that a single box may contaminate its contents, it is that the very
act of digital assembly may be, itself, corrosive. Even as digital assembly
makes some things less certain and sure, replaceable and interchangeable,
it binds others together in ways that cannot easily be undone.
The lines between the digital and physical have always been more partial,
more messy than they might otherwise appear. Despite the promise of digital
immateriality, we are left with something that is frustratingly material. The
problems that have long plagued our physical productions have fed into
the operations of our newly digital supply chains, and back again. Open
source software now contributes to the software systems of traditional logistical operations. Repositories on sites like Github are host to plans for printing
plastic parts just as they are frameworks for crafting coded ones. Even the
software for building a bill of materials is built, itself, with a digital bill of
materials. The result is that the manufacture of an object like the mobile
phone is plagued by the very same symptoms as the software it runs.
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Perhaps the eﬀort to distinguish between the supply chains of digital objects
and physical ones is, ultimately, a fruitless one. If the supply chain is about the
promise of connection, the seamless ﬂow between nodes of the network, is
there really even much of a diﬀerence? As points in logistical space, all
supply chains are digital supply chains. All are now network productions.
And this is why their dependencies are not something that can be simply
‘packaged up’ and forgotten. The container may be a time capsule, but it is
still one that we must eventually open. Indeed, in many ways, the container
oﬀers us the entirely wrong symbol for thinking about supply. As a metaphor,
it serves primarily to separate out its contents. The supply ‘chain,’ on the other
hand, forces us to consider all of the complex and costly connections required
to maintain the logistical infrastructure of modern life – along with all their
unexpected and uncontainable entanglements.
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